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UHTennektyasbHoOeEe yrnpaBJjieHue
Harpy3kamMm notpeéburtenemu

B yacTtHOCTK, BHeagpeHue TexHonorum Smart Grid u Smart Meters,

pa3BUTnNE TEXHO/I0TUM dKTUBHO-a4aMNTUBHDbIX 3/IEKTPUYHECKNX ceTeﬁ,
B NepBYylO o4vepenb, UHTEeNNEeKTYya/ibHbIX CUCTEM Yy4eTa.

Pazsutue HTP

DNEeKTPOIHEPreTUKa BXOAUT B YUNCI0 HAYKOEMKUX
OoTpacaeun, 418 KOTOPbIX Pa3BUTUE OTEYECTBEHHbIX
TEXHONOMMM N AOCTUKEHNE TEXHONOTMYECKOMN
HE3aBMCUMMOCTU ABNAIOTCA KAKOYEBbIMU PpaKTOpPaMMK.

PoCT anekTpupmkaymm
BO BCEeX CEKTOpaxX 3KOHOMMUKM

B yacTHOCTH, TpEeHA KacaeTca aNnekTpmudmuKaumMm aBToMmobubHOro
TpaHCNopTa B KOHTEKCTe r/106anbHOro sHepronepexoaa.

TpeHAbl B SHEepreTuke

PasButue undpoBbix

3/1IeKTPUUYEeCKUNX
pacnpeaenutTenbHbIX ceTeun

MNepexopn B undpoBon ¢opmaT NO3BOAUT NOBbLICUTb
HaAEeXHOCTb MU KAa4eCTBO 3/1IeKTPOCHabXeHNA N CHU3UTb
pacxoabl Ha 3KCM/1yaTaLMio CETEBOro XO35MCTBA.

PacnpeneneHHas reHepaums
3J/IEKTPO3HEprum

TexHo/0OrMM pacnpeaeneHHon reHepaumm sHeprnm
OXBaTbIBAOT YCTAaHOBKM MOLLHOCTbIO A0 25 MBT(3),
BK/Il04As HETPAAULMOHHbIE N BO30OHOBAEMbIE
MCTOYHUKN 3Heprmun (HBUI).



Kak cenyac npomcxoauT npoLecc
céopa n o6paborkn nokasanmu Ny
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[ocbop AaHHbIX ocyLlecTBaaeT O6meH gaHHbiMmK ¢ CO

onepaTtop ACKY: OH BpYy4HYIO OrpaHunyeHune no 3arpyske NPOUCXOAUT nepecbiikon pannos
OTCAEXMBAET M 3anycKaeT AaHHbIX Ha cTopoHe APM M[3: C NOKa3aHMAMM Yyepes email uam
onepauyuto goonpoca UMY, korga CMCTEMA 3aBUCAET NPU 3arpyske C ucnonb3oBaHuem ftp-cepsepa
0BHapYKMBAOTCA NPOMYCKM AAHHbIX nokasaHum c bonee yem 999 Ny (He aBTOMaTU3NpPOBaH)
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Y10 noMeHsieTcAa nocne BHeapeHus UBK

ABTOMATU3UPOBAHHbIN
cbop n pocbop
AaHHbIX ¢ UMY

[laHHble 3arpyKatoTca ABTOMATUYECKUN CKBO3HaA
B NpeadunAuHr obmeH gaHHbIMUK CUHXPOHM3aUUA
B to6om 0bbeme ¢ CO no npoTtokony HCWU co cmerkHbiMmU

noanc cucTtemamm




PeweHue: EauHaa OSS\BSS UT-3kocucrtema 33

4 N
PeweHne Ha 6a3e nMnopro3amMeLllueHHbIX LuppoBbix naatdpopm
CUIMA.UBK 2.0, CUTMA.MnoHep 2.0 (Cnrma.0SS) + CUITMA.BSS
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0SS "0ss ) (oss (BSS (BSS (BSS 1 (Bss
= T B CRM da
CUIrMA.EanHbIA CUIrMA.Pacuer CUIrMA.KnueHT
CUIMA.Mmonep CUIMA.MBK CUIMA.CCO CUIMA.CRM EvirIHHE 6anaHCOB OHnaiiH
Cucrema FCISC MobunbHbIN
C60p AaHHbIX XpaHeHue CepsucHoro MO CRM. Paborta EanHbIn 6anaHcos. AMYHBIA KaBUHET
ACKY3 1 06paboTKa, 1 MobunbHbIN c AebutopKom un Bunanur ®N n ABTOMaTM3aLMA o
. . notpebutenemn
bigdata KOHTpONEp T.M. ton cbbiTa 33
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MUHUMM3aLUA PACXOKAECHUI
B pacyeTax Mexay y4acTHMKaMm

BbiCOKasA CKOpPOCTb paboTbl.
CHMXKeHue pucka
yesnioBeyeckoro ¢paKkropa

ABTOMaTHUUeCcKuit obmeH gaHHbimu ¢ CO
no npotokony NMNOAUC. CuHXpoHU3aLMA
HCWU co cmeKHbiMK cuctemamm

<

ObecneyeHne aBTOMATUYECKOTO
cbopa/pocbopa gaHHbIX ¢ UMY
N CMEXKHbIX CUCTEM

< J <

Ynpasnenue UMY n YCIA4,
3KCcnayaTauma, UHBEHTOPMU

UckntouyeHne ownMboK npum
nepeaaye nokasaHum

<

Curma.OSS (CUrMA.UBK

CUIMA.MnoHep) =

BbusHec-normka cucremMbl

MerKcnctemHbln 06MeH gaHHbIMM
NHTEerpaumoHHble MHTEPPENCHI

Ob6paboTKa, NpoBEPKA M XPaHEHUE
AaHHbIX, po/ieBas Moge b

C6op M NoAroToBKa AaHHbIX
Be3onacHoCTb

— CUI'MA.BSS

Hactpouku 6usHec-npoueccos
* HacTpoikn gokymeHTOo060pOTa
* HacTtpoikn 6usHec-npoueccos
(sTanHoCTb, cTaTyChl, NPUKNAAHASA
JIOTUKA)
* PacyéTHble aNropuTmbl

HacTtpoiiku 6e3onacHocTv ana
posieBoro gocryna
[AaHHbIM U cepBucam

HacTpoitku HCU

* MpuKknagHble KnaccubuKaTopbl
N CNPaBOYHUKM
* ATpnbyTbl BU3HEC-06BEKTOB

HacTpoiiku npeactaBneHus
DAHHbIX
* [eyaTHble GOPMbI U OTYETDI
* Hactpoiiku nntepdeica
* [akeTbl UHTErpaLmm



MBK cnpoeKTUpoBaH 1 co3aaH Kak Habop MUKPOCEPBMCOB.
Kakabii moaynb OTBEYAET 3a CBOI YacTb GYHKLMOHANbHOCTH
M ynpaBaaeTcs HesaBucMmo. MoaynbHas apxuMTeKTypa
NO3BO/IAET OCYLLECTBNAATb HEOrPAHUYEHHOE FOPU3OHTANIbHOE
MacLITabnpoBaHME CUCTEMbI, @ TAK¥Ke NPOU3BOAUTb

ee obcnyKmMBaHMe 6e3 0CTaHOBKM Ha Nepuos cepeuca.
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dyHkymoHan «CUIrMA.UBK>»

ObecneyeHne aBTOMaTUYECKOro cbopa U XpaHEeHUA JAHHbIX
c NY cootseTtcTByOWMX N.N. 890P, xypHanos cobbitmum UMY,
apxuBoB XypHanos UMY

Hanunumne API gna nuterpauum ¢ 6C, CRM, JInyHbIMK KabuHeTamum,

apyrumun ACKRY3, cuctemamn aHanUTUKN AaHHbIX

ObecneyeHune yaaneHHoro ynpasneHua UMY B cooTBeTCTBMMA
c TpeboBaHnAMKM 6e3onacHocTn ana KUW 1-i kateropmu

lNpenocraBsieHne OTYHETHOCTM B paMKax c60pa AdaHHbIX
cny n BSE]MMO,EI,eﬁCTBMFI C BHEWWHNMU CUCTEMaMU

ObmeH/nepeaaya AaHHbIX B CMEXHble cuctembl B pamiax NCY
n B CO gna obecnevyeHuns TpeboBaHMIM NO NpeaoCcTaBAEHUA
AaHHbIX nonb3osaTenam UCY B pamkax n.n. 890

ObecneyeHune onoseweHnA 0 BO3SMOXKHbIX HEAOCTOBEPHbIX

AaHHbIX, nocTynatouwmx ¢ MY, HepaboTtocnocobHocTn MY

XpaHeHue u cMHXpoHmn3auma HCH
C BHELWHMMM CUCTEMAMMU



CYN CNA «MNuoHep» cnpoeKkTUpOBaHa U co3aaHa Kak Habop
MUKpOocepBMCOB. Kaxkabii Moaynb OTBEYAET 33 CBOKO YaCTb
GYHKUMOHANBHOCTU M YyNPaBAAETCA HE3AaBUCMMO.
MoaynbHasa apxuTeKkTypa NO3BOAAET OCYLLEeCTBAATb
HeorpaHM4YeHHoe ropnu3oHTaIbHOE MacwTabrpoBaHme
CUCTEMbI, A TaK}Ke Npon3BoanTb ee obcnyxmnsaHune bes
OCTAHOBKM Ha nepuog, cepeuca.
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DOyYHKLUMOHanN
cyn ana «CUrMA.NMuoHep»

Mepenayva AaHHbIX Mmexay npubopamu
n Komnaekcamum MUK n cuctemom NBK

ObecneyeHne NONHOTLI cbopa AaHHbIX ¢ UMY
M BbINOJIHEHWUA KOMaHA YNpaB/ieHuA

ObecnevyeHue 3alnUTbl UHPOPMALIMK B COOTBETCTBUMN
C TpeboBaHUAMM 3aKOHOAATENLCTBA PO

OTcneXkuBaHme AMHaMUYECKU U3MEHAEMBbIX
MmapuwpyTtoB goctyna K UMYy

KoHTponb goctynHoctn UMY mn YCN /A,

Hannumne B8 APM onepaTtopa posieBon moaenu.
Mo3BosAeT rMbKo HacTpamBaTb PyHKLUMM A0CTYNa
onepaTtopos K mogynam APM
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NCYD — TpéxypoBHeEBaA MHGOPMALMOHHAA CUCTEMA C MePaPXNYECKON
CTPYKTYpPOM U HeobxoaMMbIMK NoACMCTEMAMM

[epBbl YPOBEHb

(HUXRHWR)

UMUK

NHpopmaLnMoHHO-U3mepUuTenbHbIN
Komnnekc.

YCI/A, Tex. cpeacrtsa npnéma-nepesayu
AaHHbIX ¢ UMY 1 KaHanbl cBA3M
(KaHanoobpasytowas annapaTypa)

Kak yactn MUK

Crpyktypa UCYD

~N
o o G
BTopowu yp(BBeHb PR TpeTun ypoBeHb
(cpeaHnin) (GG
Curma.llnoHep n Curma.CCO Curma.MBK
Cuctema ynpasaeHuma NoTOKamm NHOpPMaLNOHHO-BbIYNCANTENbHDBIN
cbopa n nepeaaum gaHHbIx c MYy KOMIMNeKC.
€ BOSMOXHOCTbIO NEPEAain Cuctema 06paboTKM U XpaHEHUA OAHHbIX,
YMPaBAAOILMX KOMaHA Ha UMY, MHTErpaLma co CMeXHbIMM CUCTEMAMM
CepBUCHble PyHKLUMN.
W,




DyHKLUMOHanN

0

¥

OTobparkeHne NoKasaHUi
n usmepeHun UMY

OTtobparkeHne HCM no TN n TY

dopmunpoBaHmne oT4yeToB
W BbIrpy3Ka ux B xls, csv

OTobparkeHne cobbITUN,
nosiydeHHbIx ¢ UMY

JNlornpoBaHue oencTemi
nosb3oBaTenem

Joonpoc UMYy

Ponn APM

O
2R

Ponesasa mogenb: HaCTpolKa
[0CTyna B 3aBMCMMOCTM OT POSIN
COTPYAHMKA N PErMOHAaNbHOM
npuHagnexHoctn ICK

Aomunuctpatop ICK nmeet goctyn
KO BCEWN cucteme 1M HasHayYeHuo
poner NoNb30BaTeNAM B PaMKax
[JAHHbIX NoKanbHoM ICK 6e3
OorpaHUYeHNM

Onepatop ICK — cotpyaHuk ICK,
UMeeT JocCTyn K busHec-dyHKUMAM:
NPOCMOTP NoKasaHun UMY, otyeTsl,
npocmoTp HCU.

ABTOMaTU3NpOBaHHOe pabouee

Jlornka pa6otbl

&

* APM WBK BbinonHseT 6usHec
bYHKUMM No oTobpakeHuo
nokasaHui c UMy,
oTobpaxeHuto HCU,
GOPMUPOBAHMIO OTYETHOCTMH,
nHdopmmposaHuto OnepaTopa
APM 0 cobbITUAX, NONYYEHHbIX
ot nny

MecCTO onepaTtopa

Nutepdenc

il

* [un3aiH nHTepdeinca peannsosBaH

B paMKax eauHOro gusaiiHa c
JIKK

Mpeanonaraet UHTYUTUBHO
MOHATHYIO NOTUKY PaboTbl,

W CTPYKTYPY NPUCYLLYIO BCEM
coBpemeHHbIX ACKYD. Nepexos,
Ha nHtepdeinc UBK c gpyrmnx
ACKY3 maKcMmasibHO ynpoLeH n
He TpebyeT Aonroro npouecca
NOrpy»eHua u nepeyymBaHua
coTpyaHukos DCK



NHdopMmaumoHHan 6e30nacHOCTDb

OcHoBHas UeNb NocTpoeHna cuctembl Ub — MMHMMM3ALNA PUCKOB HAPYLLUEHUS
byHKUMOHMpPoBaHMA MCYI n obecneyeHne cooTBETCTBUA TpeboBaHMAM perynsTopos

KnoueBoe pewieHue 1

YcTpolicTBa ogHOHANpaBAeHHOW nepeaadn AaHHbix (JaTta-anoabl) U3oanpytoT
NC UBK n CYN CNA «MNnoHep» gpyr oT Apyra 1 NpenATCTBYIOT MX BO3MOXHOM
KOMMNPOMETaLUN Npu BHELLHEM BO34ENCTBUM
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N30n1MpOBaHHbIN
CEermeHT

______________________________________
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NHdopMmaumoHHan 6e30nacHOCTDb

KnrouyeBoe pewieHue 2

Ncnonb3oBaHue ceptndmnumpoBaHHbix PCb Poccun CK3U ana
3alUMTbI NepenaBaeMblX AaHHbIX meXay anemeHTammn UCYD

(D)

(D)

CK3M VipNet Lnposarme AaHHbIX CK3M VipNet
SIES Unit SIES Core Wwnko3

(D)



NMnaH BBOA4A B 3KCnJiyaTauuto
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NpenMyLwjecTBa. be3onacHOCTb, TEXHOJ/IOFTMYHOCTb, aAaNTUBHOCTb

be30nacHOCTb TexXHONTOrM4YHOCTb ApoanTUBHOCTDL

* Bblcoyanwasn cTeneHb KNbepbesomnacHOCTH. CoBpeMmeHHble TEXHUYECKUE PeLLEHNSA
KpuUTHYHble MOAYIM COOTBETCTBYIOT B OCHOBE CUCTEM
TpeboBaHmnam KNUW 1-i kateropmu

MoaaepsKKka «CKBO3HbIX» BU3HEC-NpoLLeccoB

Nopgaep»xka MUPC, NOANC

MuKpocepBUCHaA apXMTEKTYpaA
LWndposBaHme aaHHbIX. B cucteme cuctembl obecneynBaeT BbICOKYHO
npumeHsaeTca WndpoBaHWe U KpUNToBaHWE OTKa30yCTOMYMBOCTb, BbiCTpOAencTBNE
OAHHbIX B COOTBETCTBMWU FOC. CTaHAApPTamMu 1 BO3MOXHOCTb HapaLLMBaHUA
3aLWmTbl OT B3/1IOMa U HeA06POCOBECTHOrO

BO34eNCTBMA KpoccnnatdopmeHHOCTb

EanHoe nHpopmaLMoHHOE NMPOCTPaHCTBO

YHuBepcanbHble OTKpbITble API,
NHPOPMALMOHHAA COBMECTUMOCTb
C CyLLEeCTBYIOLWMMU CUCTEMAMMU

MoHUTOPUHT paboTbl moaynen n BCTPOEHHbIE MHCTPYMEHTapun
peructpauma cobbiTuin (KypHaAnpoBaHue) pa3paboTKK, AMarHOCTUKM U [OCTaBKM

NHTeponepabenbHOCTb. BcTpanBaHue
B KOPNOPATUBHYIO apXUTEKTYPY

gg MoaynbHOCTb 7| MacwTtabupyemocTtb @ 3alUMLLEeHHOCTb
Cructema MeeT MOAY/bHYHO CTPYKTYPY. MMbKoe HapallMBaHMe CTeKa TEXHONOTUM MpoBeneHne KateropmposaHmna OKNUN
Kaxkaplh moaynb oTBEYaET 3a CBOHO YacCTb M MOLLHOCTEN. B cooTBeTcTBMU € MMPP Nel127 ot 08.02.2018

d)yHKLLMOHaﬂbHOCTM. 1 BblNOJIHEHNE Tpe6OBaHMVI B COOTBETCTBUU

CIM-mogaenb, nexkallas B OCHOBE CUCTEMbI, n SCTIK P 539 o7 2512 2017
no3BossieT rTMbKo A06aBNATb 06bEKTbI CUCTEMBI. ¢ llpnkasom occumn ot oT £o.22. :



NMnopTo3aMelleHume

NMpuknagHblie CUCTEMbI NHdopmMmaumoHHasa 6e30nacHOCTb
O6opyaoBaHue O6opyaoBaHue
Cepsepbl — Yadro Cepsepbl — Yadro
CXO — Yadro CXO — Yadro
OnTuyeckne KommyTaTopbl (cBsA3b mexxay CXA, NHpogmoabl — MHKOHTPO/I
n cepsepammn) — Hepna MeKceTeBble 3KpaHbl U cucTeMa 0OHapY»KeHUA BTOPXKEHNI —
NHpoTeKC

Kpuntorpaduueckasa 3awmrta nHpopmaunm — MHpoTeKC
AnnapaTHO-NPOrpamMMmHbIA MOAYAb AOBEPEHHOW 3arpy3Ku

no (Cobonb) — Kog besonacHocTu
Open source KOMNOHEHTbI. PelweHnA B peecTpe
poccuiickoro MO Cuctembl Ub
OnepaumoHHbIe CUCTEMDI: AHTnBUMpyC — Kaspersky
- AltLinux — ceptnpumrkaumna ®CTIK Cuctema cbopa n aHanmsa cobbiTnin 6esonacHoctn — Positive
- Astralinux — ceptudukauyma ®Cb Technologies
CYbA: Postgres n Postgres Pro Cuctema aHanM3a 3alWnEeHHOCTU — ANTIKC-CoOPT
Bigdata: Yandex Clickhouse Cuctema 3awmTbl OT aTak 0 aHA — Positive Technologies
Ouepeapb ansa 06paboTKM NOKaA3aHUN: Cuctema 3awmTtbl Web-npunoxkeHun — Positive Technologies

Kafka(Bepcua Arenadata Streaming CncTema KOHTPOA NPUBUAETMPOBAHHbIX Noab3oBaTenen — HTb
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CaHkT-MeTepbypr | Mockea | Omck | MeTponasnoBcK-KamuaTcKkuii
EkaTepuHbypr | YenabuHck | YnbaHosck | Kupos | Boarorpagp, sigma-it.ru



